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Palo Alto Networks PSE-PrismaCloud Exam Syllabus Topics:

TopicDetailsTopic 1- Effectively lead and support customer demonstrations with our System Engineers that showcase our value

Topic 2- Act as the customers advocate for any issues that require technical assistance and follow up with the customer until the
issueisresolvedTopic 3- Ability to discuss, with credibility, competitive offersin the marketplace and effectively
differentiate against themTopic 4- Strategy planning for moving critical data, intellectual property- Experience as a system
engineer, solutions architectTopic 5- Assist with the training of new System Engineersin their designated region in installs
customer presentations, and internally-focused deal preparation activitiesTopic 6- Interact locally and remotely with
customersin an equally persuasive, confident manner

NO.35 Which two statements are true about CloudFormation? (Choose two.)
* CloudFormation is a procedural configuration management tool.
* CloudFormation templates can be used on both Amazon Web Services and Microsoft Azure

* CloudFormation templates can be written in JSON or YAML
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* CloudFormation is a declarative orchestration tool.

NO.36 What are two examples of Amazon Web Services logging services? (Choose two.)
* CloudLog

* CloudEvent

* CloudWatch

* CloudTrail

NO.37 Which RQL string searches for all EBS volumes that do not have a & #8220; DataClassification& #8221; tag?

* config where api.name = & #8216;aws-ec2-describe-volumes, AND json.rule = tags[* |key contains DataClassification
* config where api.name = ,aws-ec2-describe-volumes& #8217; AND json.rule = tagg[*]key != DataClassification

* config where api.name = ,aws-ec2-describe-volumes& #8217; AND json.rule = tagg[*].key exists

* config where api.name = & #8216;aws-ec2-describe-volumes& #8217; AND json.rule = tags[*].key = 1

NO.38 Which cloud provider supports iL B-as-next-hop?
* Microsoft Azure

* Alibaba Cloud

* Oracle Cloud

* Amazon Web Services

NO.39 What resource is required to receive inbound traffic from the internet to VM-Series NGFW deployed as a gateway for Azure
Stack workloads?

* Public IP for the VM-Series NGFW

* NAT appliance

* Azure Stack Edge Router

* Border Customer Network

NO.40 Which option is true about VM-Series NGFW templates available from the Palo Alto Networks GitHub repository?
* Palo Alto Networks provides full support if avalid support licenseisin place.

* Support for the templates is available through Professional Services from Palo Alto Networks.

* Unless otherwise noted, these templates are released under an as-is. best effort support policy.

* The author of the template provides full support aslong as the PAN-OS version specific to the template is supported.

NO.41 In which two ways does Palo Alto Networks VM orchestration help service providers automatically provision security
instances and policies? (Choose two.)

* fully instrumented API

* Aperture Orchestration Engine

* VM Orchestration Policy Editor

* support for Dynamic Address Groups

NO.42 Which configuration needs to be done to perform user entity behavior analysis with Prisma Public Cloud?
* Create dert rules.

* Whitelist | P addresses.

* Configure User-ID.

* Define enterprise settings.

Explanation

https://docs.pal oal tonetworks.com/prismalprisma-cloud/prisma-cl oud-admin/prisma-cloud-policies’anomaly-poli

NO.43 What is a permanent public I P called on Amazon Web Services?
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* Reserved IP

* PIP
* EIP

* Floating IP

NO.44 Which option is true about VM-Series NGFW templates available from the Palo Alto Networks GitHub repository?
* Palo Alto Networks provides full support if avalid support licenseisin place.
* Support for the templates is available through Professional Services from Palo Alto Networks.
*Unless otherwise noted, these templates are released under an as-is. best effort support policy.

* The author of the template provides full support as long as the PAN-OS version specific to the template is supported.

NO.45 Wheat is Prisma Public Cloud licensing based on?

* number of alerts generated

* number of accounts onboarded
* number of monitored workloads
* volume of flow logs consumed

NO.46 Which three services can Google Cloud Security Scanner assess? (Choose three.)

* Google Kubernetes Engine
* BigQuery

* Compute Engine

* App Engine
* Google Virtua Private Cloud

NO.47 What is the scope of the Amazon Web Services IAM Service?
* global
* regional

* VPC
* zond

NO.48 Match the logging service with its cloud provider.

CloudWatch

Activity log

Stackdriver

Monitor

CloudTrail

Cloud Audit

0
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Google Cloud Platform

Amazon Web Services
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CloudWatch ‘ Amazon Web Services

Activity log Google Cloud Platform
Stackdriver rﬁg 14 [ Amazon Web Services

= =
Maonitor Azure
CloudTrail | Amazon Web Services ;
Cloud Audit Google Gloud Platform ‘
Explanation

AWS, Azure, GCP, Azure, AWS, GCP

NO.49 Which cloud provider supports iL B-as-next-hop?
* Microsoft Azure

* Alibaba Cloud

* Qracle Cloud

* Amazon Web Services

NO.50 When an on-premises NGFW (customer gateway) is used to connect to the Virtual Gateway, which two IKE profiles cannot
be used? (Choose two.)

* Group2 / SHA-1/ AES-128-CBC/ IKE-V1

* Group2 / SHA-1/ AES-128-GCM / IKE-V1

* Groupld / SHA-256 / AES-256-GCM / IKE-V1

* Group2/ SHA-1/ AES-128-CBC

* Groupld / SHA-256 / AES-256-CBC / IKE-V1

NO.51 An administrator has deployed an AWS transit gateway and used multiple VPC spokes to segregate a multi-tier application.
The administrator also created a security VPC with multiple VM-Series NGFWs in an active/active deployment model viaECMP
using Amazon Web Services VPN-based attachments.

What must be configured on the firewall to avoid asymmetric routing?
* source address translation

* destination address translation

* port address tranglation

* source and destination address trandlation
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