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Here is the test theme of Citrix 1Y0-312 Exam - Format: Multiple choices, multiple answers- Language: English- Length

of Exam: 90 mins- Number of Questions: 71- Passing score: 64%

Sampling the Exam Topics It's always nice to know what to expect from the exam before facing it because it greatly
improves your chances of success. Listed below are the core topics covered in 1Y0-312 test: - Administering Workspace

Environment Management (WEM)- Deploying a Layered Image with the help of Citrix Virtual Apps and Desktops-

Migrating and Upgrading WEM- Advanced Troubleshooting- Architecture overview- Managing a Virtual Apps and Desktops

Environment with Multiple Locations- Exploring Layer Priority and Maintaining the App Layering Environment-

Implementing Advanced Authentication Methods- Improving App and Data Security- Using WEM for Centralizing

Environment Management, Optimizing Performance, and Security- App Layering and Layers' creation- Implementing

Disaster Recovery and Backups NO.17 Which database high availability option does Citrix recommend for Workspace

Environment Management (WEM)?

*  Always On

*  Mirroring
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*  Replication

*  Clustering

Reference:

https://christiaanbrinkhoff.com/2017/06/09/how-to-configure-citrix-workspace-environment-

management43-for-xenapp-or-xendesktop/

NO.18 What does a Citrix Engineer need to consider when upgrading the Workspace Environment Management (WEM)

Administration Console?

*  The PowerShell command New-DatabaseConfiguration must be run prior to updating the Administration Console.

*  The Agent must be upgraded prior to upgrading the Administration Console.

*  The associated .DLL files must be updated using the command-line interface after upgrading the Administration Console.

*  The infrastructure service and the database must be upgraded prior to upgrading the Administration Console.

NO.19 Which two statements are true for Workspace Environment Management (WEM) Memory Management?

(Choose two.)

*  WEM will NOT release the process&#8217;s excess RAM to the page file when the process becomes idle.

*  WEM can exclude specific processes from being optimized.

*  WEM calculates how much RAM a process is using and the minimum amount of RAM a process needs.

*  WEM optimizes specific applications during a desktop session based on priority.

NO.20 Scenario: A Citrix Engineer needs to make a change to the OS Layer. The OS Layer is currently used in several layered

images that include different application layers.

Which two steps should the engineer take to make the necessary changes to the OS Layer and the layered images while minimizing

administrative effort? (Choose two.)

*  Update all application layers associated with the existing OS Layer.

*  Recreate all application layers associated with the existing OS Layer.

*  Create new templates that include the required layers.

*  Update the existing OS Layer with the needed changes.

*  Update all templates that include the existing OS Layer.

*  Create a new OS Layer with the needed changes.

Explanation/Reference:

NO.21 Which tool should a Citrix Engineer use to change the priority of an application layer to meet business requirements?

*  PowerShell on ELM server

*  ELM Management console

*  PowerShell on Delivery Controller

*  LayerPriority Utility

NO.22 A Citrix Engineer can use ___________ and ___________ to optimize the performance of Windows workloads.

*  Citrix Workspace Environment Management (WEM)

*  Citrix Studio

*  Citrix Optimizer

*  Citrix Director

*  Citrix App Layering

Explanation/Reference: https://www.citrix.com/blogs/2020/01/23/optimize-the-user-experience-for-your-citrix-workspace/

NO.23 Scenario: A Citrix Engineer needs to integrate the current Citrix Gateway with the StoreFront servers. During the wizard
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setup, the engineer was asked to add two Secure Ticket Authority (STA) servers as Citrix leading practice for high availability.

The engineer should add two	servers as STA servers to accomplish this.

*  Delivery Controller

*  StoreFront

*  Citrix Cloud Connector

*  Domain Controller

NO.24 Which two statements are valid for Enterprise Layer Manager (ELM) storage? (Choose two.)

*  The appliance local storage size is fixed.

*  When installing the appliance, it comes equipped with an additional 300GB data disk.

*  This storage also stores Elastic Layers and their .JSON files.

*  This storage is used to store all OS, Platform and App Layers, and versions.

NO.25 Scenario: A Citrix Engineer is administering a Citrix Virtual Apps and Desktops environment consisting of multiple zones,

including a Primary zone and two Satellite zones. Both the Primary and Satellite zones contain just a single Delivery Controller.

Recently, the Virtual Delivery Agent (VDA) machines in the Primary zone experienced failures with registration, resulting in many

users being unable to access resources for several days.

With minimal administrative effort, the engineer should add a second Delivery Controller toto prevent this issue from occurring.

*  the Primary zone location

*  one of the Satellite zones

*  the Primary zone and both Satellite zones

*  both Satellite zones, but NOT the Primary zone

NO.26 When troubleshooting authentication issues through Citrix Gateway, the raw event output from the audit daemon can be

reviewed in the.

*  ns.log

*  aaad.debug module

*  Wireshark trace

*  nsvpn.log

NO.27 Scenario: An existing setup of session recording has stopped working. After investigating, a Citrix Engineer finds that the

Session Recording Agent cannot connect to the Session Recording Server. The following error is displayed:

&#8220;The underlying connection was closed. Could not establish a trust relationship for the SSL/TLS secure channel. &#8221;

Which two issues could cause this error? (Choose two.)

*  The Session Recording server is down or unavailable to accept requests.

*  The sessions are started but a request for a record policy evaluation was NOT made.

*  The server hosting the Session Recording Agent does NOT have a CA certificate.

*  The Session Recording server is using a certificate signed by a CA that the server hosting the Session Recording Agent does NOT

trust.

https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/monitor/session- recording/troubleshooting.html

NO.28 In which two situations should a Citrix Engineer consider using Elastic App Layers? (Choose two.)

*  A few managers need to be able to install applications when accessing a layered image.

*  Specific applications have compatibility issues and are needed by all users in the company.

*  A specific suite of applications exhibits performance issues for users.

*  A specific application is only needed by a few users in the Marketing department.

*  A number of custom Human Resource applications are utilized by a few managers within the company.
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https://docs.citrix.com/en-us/citrix-app-layering/4/layer/assign-elastic-layers.html#about-elastic-layers

NO.29 Scenario: An organization has two Citrix Virtual Apps and Desktop Sites; Site A and Site B. Both Sites have their own

StoreFront and Citrix ADC. The resource group is placed in Site B. A user from Site A tries to logon and launch an application from

Site B.

The enumeration will occur through StoreFront Siteand the application launch will occur through Citrix ADC Sitewhen Optimal

Gateway routing is configured.

*  B; A

*  A; A

*  B; B

*  A; B

NO.30 Which three considerations are accurate regarding the Enterprise Layer Manager (ELM) server? (Choose three.)

*  It hosts the SMB file share for the Elastic Layers data.

*  It manages and maintains copies of all layers and layered images.

*  It is a Windows-based virtual appliance maintained on the hypervisor.

*  It hosts the Citrix App Layering Management Web Console.

*  It coordinates all communication within the Citrix App Layering imaging process.

*  It hosts the secondary file share for User Layer profile data.

Reference:

https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-application-layering- technical-overview.pdf

NO.31 Scenario: A Citrix Engineer created four application layers with different applications at different time stamps as shown

below:

App Layer A &#8211; Microsoft Office Professional &#8211; 15/08/2019, 14:28

App Layer B &#8211; Adobe Acrobat Reader and Cisco Webex &#8211; 14/07/2019, 11:45

App Layer C &#8211; Active Directory Users & Computers, Citrix Studio &#8211; 20/08/2019, 16:10 App Layer D &#8211;

Google Chrome and GoToMeeting &#8211; 27/07/2019, 10:35 Which layer would hold the highest priority in this scenario?

*  App Layer A

*  App Layer D

*  App Layer B

*  App Layer C

NO.32 Which three considerations are accurate regarding the Enterprise Layer Manager (ELM) server? (Choose three.)

*  It hosts the SMB file share for the Elastic Layers data.

*  It manages and maintains copies of all layers and layered images.

*  It is a Windows-based virtual appliance maintained on the hypervisor.

*  It hosts the Citrix App Layering Management Web Console.

*  It coordinates all communication within the Citrix App Layering imaging process.

*  It hosts the secondary file share for User Layer profile data.

NO.33 A Citrix Engineer is using the Citrix Profile Management Health Status feature within the Workspace Environment

Management (WEM) environment.

Which file should the engineer review for results of these health checks to identify specific issues?
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*  AuthManConfig.xml

*  UpmConfigCheckOutput.xml

*  UserProfileManager.log

*  #_pm_config.log

Explanation/Reference: https://docs.citrix.com/en-us/workspace-environment-management/current-release/user-interface-

description/administration.html

	

	

Get guide about the Citrix 1Y0-312 Exam
CCP-V certification is intended for engineers and professionals who support and manage XenApp andXenDesktop 7.15 complex

provisioning options and configurations. To earn the CCP-V score, you musthave earned the CCA-V certification and passed the

1Y0-311 exam. The Citrix XenApp and XenDesktop 7.15 LTSR Advanced Administrator Exam (1Y0-311) covers 14 sections

including Innovative Architecture, Online Desktop Professionals (VDA), HDX and Multimedia, Acquisitions (Fabric, Services,

Integration and Maintenance), Overlay, Streaming virtual disks and more.
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