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2022 The Most Effective 1z0-1104-22 with 95 Questions Answers Try Free and Start Using Realistic Verified 1z0-1104-22
Dumps Instantly. QUESTION 18

What would you use to make Oracle Cloud Infrastructure Identity and Access Management govern resources in atenancy?
* Policies

* Users

* Dynamic groups

* Groups

POLICY

A document that specifies who can access which resources, and how. Accessis granted at the group and compartment level, which
means you can write a policy that gives a group a specific type of access within a specific compartment, or to the tenancy itself. If
you give a group access to the tenancy, the group automatically gets the same type of accessto all the compartments inside the
tenancy. For more information, see Example Scenario and How Policies Work. The word & #8220;policy& #8221; is used by people
in different ways: to mean an individual statement written in the policy language; to mean a collection of statementsin asingle,
named & #8220; policy& #8221; document (which has an Oracle Cloud ID (OCID) assigned to it); and to mean the overall body of
policies your organization uses to control access to resources.
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https://docs.oracle.com/en-us/iaas/Content/I dentity/Concepts/overview.htm

QUESTION 19

Y ou want to make API calls against other OCI services from your instance without configuring user credentials. How would you
achieve this?

* Create adynamic group and add a policy.

* Create adynamic group and add your instance.

* Create agroup and add a policy.

* No configuration is required for making API calls.

DYNAMIC GROUP

Dynamic groups allow you to group Oracle Cloud Infrastructure instances as principal actors, similar to user groups. Y ou can then
create policies to permit instances in these groups to make API calls against Oracle Cloud Infrastructure services. Membership in the
group is determined by a set of criteriayou define, called matching rules.

https://docs.cloud.oracle.com/en-us/iaas/Content/l dentity/Tasks/callingservicesfrominstances.htm

QUESTION 20

Logical isolation for resources is provided by which OCI feature?
* Tenancy

* Availability Zone

* Region

* Compartments

QUESTION 21

you are part of security operation of an organization with thousand of your users accessing Oracle cloud infrastructure it was
reported that an unknown user action was executed resulting in configuration error you are tasked to quickly identify the details of
all userswho were active in the last six hours also with any rest API call that were executed. Which oci feature should you use?

* gervice connector hub

* management agent log integration

* objectcollectionrule

* audit analysis dashboard

QUESTION 22

How can you convert afixed load balancer to a flexible load balancer?
* Thereis no way to covert the load balancer.

* Use Update Shape workflows.

* Delete the fixed |oad balancer and create a new one.

* Using the Edit Listener option.

QUESTION 23

Whichis NOT a part of Observahility and Management Services?
* Event Services

* OCI Management Service

* Logging Analytics

* Logging
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https://www.oracle.com/in/manageability/
QUESTION 24

Which of these protects customer data at rest and in transit in away that allows customers to meet their security and compliance
requirements for cryptographic algorithms and key management?

* Security controls

* Customer isolation

* Dataencryption

* |dentity Federation

DATA ENCRYPTION

Protect customer data at-rest and in-transit in away that allows customers to meet their security and compliance requirements for
cryptographic agorithms and key management.

https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security _overview.htm
QUESTION 25

your company has hired a consulting firm to audit your oracle cloud infrastructure activity and configuration you have created a set
of users who will be performing the audit, you assigned these user to the orgauditgrp group. the auditor required the ability to see the
configuration of all resources within tenant and you have agreed to exempt the dev compartment from the audit.

which |AM policy should be created to grant the orgauditgrp the ability to look at configuration for all resources except for those
resources inside the dev compartment?

* allow group orgauditgrp to read all-resources in tenancy where target.compartment.name ! =dev

* allow group orgauditgrp to read all-resources in compartment ! =dev

* allow group orgauditgrp to inspect all-resources in tenancy where target compartment.name !=dev

* allow group orgauditgrp to inspect all-resources in compartment !=dev

QUESTION 26

With regard to vulnerability and cloud penetration testing, which rules of engagement apply? Select TWO correct answers.
* Any port scanning must be performed in an aggressive mode

* Physical penetration and vulnerability testing of Oracle facilities is prohibited

* Testing should target any other subscription or any other Oracle Cloud customer resources

* You areresponsible for any damages to Oracle Cloud customers that are caused by your testing activities
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Rules Of Engagement
(3
The follewing rules of engagement apply to cloud penétration and vulnerability testing:

Your testing must not target any other subscription or any other Oracle Cloud customer resources, or any shared infrastructure
components.

You must not conduct any tests that will exceed the bandwidth quota or any other subscribed resource for

You are strictly prohibited from utilizing any tocls or services in a manner that per!orm Be %e -(G ks or
simulations of such, or any “load testing” against any Oracle Cloud asset in

Any port scanning must be performed in a non- aggrenlve

You are responsible for indepen denuy va €s ernployed during penetration and vulnerability testing do
not perform DoS attacks, or slm ssment of your instances. This responsibility includes ensuring any
contracted third par ner that does not violate this policy.
a“ e’np&oy«s and physical penetration and vulnerability testing of Oracle facilities is prohibited.
empt to access another customer’s environment or data, or to break out of any container (for example, virtual
chlne]

Your testing will continue to be subject to terms and conditions of the agreement(s) under which you purchased Oracle Cloud
Services, and nothing in this policy shall be deemed to grant you additional rights or privileges with respect to such Cloud Services.

If you believe you have discovered a potential security issue related to Oracle Cloud, you must report it to Oracle within 24 hours by
conveying the relevant information to My Oracle Support. You must create a service request within 24 hours and must not disclose
this information publicly or to any third party. Note that some of the vulnerabilities and issues you may discover may be rescived by
you by applying the most recent patches in your instances.

In the event you inadvertently access another customer’s data, you must immediately terminate all testing and report it to Oracle
wﬂmmmwmm&mﬂm hfomuuontowm&wm.

QUESTION 27

What does the following identity policy do?

Allow group my-group to use fn-invocation in compartment ABC where target.function.id = &#8216;<function-OCID>& #8217,

* Enables usersin agroup to create, update, and delete ALL applications and functions in a compartment
* Enables usersto invoke al the functionsin a specific application

* Enables usersto invoke just one specific function

* Enables usersto invoke al the functionsin a compartment except for one specific function

QUESTION 28

In which two ways can you improve data durability in Oracle Cloud Infrastructure Object Storage?
* Setup volumesin a RAID1 configuration

* Enable server-side encryption

* Enable Versioning

* Limit delete permissions

* Enable client-side encryption

QUESTION 29

What is the minimum active storage duration for logs used by Logging Analytics to be archived?
* 60 days
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* 10 days

* 30 days

* 15 days

https://docs.oracle.com/en-us/iaas/l ogging-anal yti cs/doc/manage-storage.html#:~:text=The%20mi nimum%20A ctive%20Storage%o2
ODuration,be%20archived%20i s%2030%20days.

The minimum Active Storage Duration (Days) for logs before they can be archived is 30 days.

QUESTION 30

As a security administrator, you found out that there are users outside your co network who are accessing OCI Object Storage
Bucket. How can you prevent these users from accessing OCI resources in corporate network?

* Create an 1AM policy and create WAF rules

* Create an 1AM policy and add a network source

* Make OCI resources private instead of public

* Create PAR to restrict access the access

Introduction to Network Sources

A network source is 3 st of defined IP sociresses The [P pddresses can be pul

addreyses fro vrithin your tenancy After you he netwat g:l Srerence it in
policy o In your tenangy’s suthentication semings to contr e originating 1P address.
Network resources can only by ore m@% [S, oot compartmant) and. ke other identity
resources, reside n theho 6 o8 fgrmation sbout the number of NeETwork SOUTCES you Can have,

ule network sources 1o help secure your tenandy in the following ways

*  Specity the network source in LAM policy to nestrict sctess 10 resources
When specified ina policy, A velicetes that requests to sccess 8 nesounce onginate from an alliowed
1P acicivess

Foor eubmple, you CBN Pestrict access to Otkect Storage buckets in your tenancy 1o onby users that are
signed in to Oracle Dioud Infrastructune through your corporsle netwark, O, you can allow only
resources Belonging 1o spesific subnets of & 5pecific VON to malke reguUEsts over & Mervice Bty

QUESTION 31

Bot Management in OCI provides which of the features? Select TWO correct answers.
* Bad Bot Denylist

* CAPTCHA Challenge

* |P Prefix Steering

* Good Bot Allowlist
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Bot Management

Bot Management enables you to mitigate undesired bot traffic from your site using CAPTCHA and GO‘

JavaScript detection tools while enabling known published bot providers to bypess the‘ ols

Non-human traffic makes up most of the traffic to sites. Bot M

otherwise direct, non-human traffic that can 1nterf re he Bot Manager features
mitigate bots that conduct content an b scanning, comment spam, brute force
aftacks, and appl!catlona\j atlac also manage the good bot whitelist.

X @RS

When you enable Bot Management, you incur a higher rate on requests to the WAF.

See these topics for more information about Bot Management:

= JavaScript Challenge
* Human Interaction Challenge

QUESTION 32

What does an audit log event include?

* Audit type

* Header

* Footer

* Type of input

The HTTP header fields and values in the request.

https://docs.oracle.com/en-us/iaas/Content/Audit/Reference/l ogeventreference.htm
QUESTION 33

Which OCI services can encrypt all data-at-rest ? Select TWO correct answers
* File Storage

* NAT Gateway

* Block Volumes

* Geolocation Steering

Encrypt Data in Block Volumes

Enterprise Archinect. Security Architect. Dota Architect m
The Dracle Cloud Infrastructune Biock Viohumes service always encrypls. llﬂﬂln‘usmg
the Advanced Encryption Standard [AES) aﬂgwlhnmﬂ’ 256kt i -lddlllorul encryption options.

= Encrypt all of your valumes and their back mm:mmmplhehevshwnﬂhe
Cracie Cloud Infrastructure Vi
* Data is transder mwmmmlw.hmlmrnﬂlm highly secure network
u w ot paravirtualized volume sftachments on virtual machine instances
Encrypt Data in File Storage

Enterprise Architect. Security Architect. Deto Architect

The Oracle Cloud infrastructune File Storage servioe encrypts ol data ot rest. By default, the file systems are encrypted by
usng Oracie-managed encryption kevi

Encrypt all of your file systems by using lurys that you own. You can manage the keys by using the Oracle Cloud
Infrastructue Vit service.
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QUESTION 34

Which type of software do you use to centrally distribute and monitor the patch level of systems throughout the enterprise?
* Network Monitor software

* Web Application Firewall

* Patch Management software

* Recovery Manager software

https://docs.oracle.com/cd/E11857_01/em.111/€18710/T531901T535649.htm

QUESTION 35

What must be configured for aload balancer to accept incoming traffic?

* Service Gateway

* SSL certificate

* Listener

* Route table entry pointing to the listener |P address

A listener is an entity that checks for connection requests. The load balancer listener listens for ingress client traffic using the port
you specify within the listener and the load balancer&#8217;s public IP.

https://docs.oracle.com/en-us/iaas/ Content/ GSG/ T asks/l oadbal ancing.htm

To create alistener:

On your Load Balancer Details page, click Listeners.

Click Create Listener.

Enter the following:

Name: Enter afriendly name. Avoid entering confidential information.

Protocol: Select HTTP.

Port: Enter 80 as the port on which to listen for incoming traffic.

Backend Set: Select the backend set you created.

Click Create.

QUESTION 36

What are the security recommendations and best practices for Oracle Functions?

* Grant privilegesto UID and GID 1000, such that the functions running within a container acquire the default root capabilities.
* Add applications to network security groups for fine-grained ingress/egress rules.

* Define apolicy statement that enables access to functions for requests coming from multiple | P addresses.

* Ensure that functionsin a VCN have restricted access to resources and services.
https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/securitylists.htm
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QUESTION 37

An automobile company needs to configure Bastion Managed SSH session to a compute instance in a private subnet. What are the
TWO prerequisites to configure successfully?

* NAT or Service Gateway should be attached to the private subnet

* Thereis no need for any gateway in private subnet

* SSH port forwarding should be enabled

* Routeruleto a NAT or Service Gateway should be associated with the subnet of the route table
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