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Fortinet NSE6_ WCS-6.4 Exam Syllabus Topics:

TopicDetailsTopic 1- Explain Fortinet solutions for AWS- Deploy Fortinet productsin AWSTopic 2- Configure the load balancer
and autoscaling- |dentify Fortinet products on AWS MarketplaceTopic 3- Configure and secure AWS cloud- Fortinet
solution for AWS

QUESTION 11

HOW istraffic failover handled in a FortiGate active-active cluster deployed in AWS?
* The elastic load balancer handles traffic failover using FGCP.

* The elastic load balancer handles bi-directional traffic failover using a health probe.
*All FortiGate cluster members send health probes using a dedicated interface.

* All FortiGate cluster members use unicast FGCP_
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QUESTION 12

Which AWS product integrates With Forti Gate to automate security remediation for workloads running on the AWS platform?
* AWS Protector

* AWS Inspector

* AWS Shield

* AWS GuardDuty

QUESTION 13

Which three statements are correct about VPC flow (Choose three.)

* Fow logs can capture real-time log streams for the network interfaces.

* Fow logs do not capture DHCP traffic.

* Fow logs can capture traffic to the reserved | P address for the default VPC router.

* Fow logs can be used as a security tool to monitor the traffic that is reaching the instance.
* Flow logs do not capture traffic to andfrom169.2 54 .169.254 for instance metadata.

QUESTION 14
As part of the security plan you have been tasked with deploying a FortiGate in AWS.

Which two are the security responsibility of the customer in a cloud environment? (Choose two.)
* Virtualization platform

* Traffic encryption

* User management

* Storage infrastructure

QUESTION 15
A customer deployed an HA Cloud formation to Stage and bootstrap the Forti Gate configuration.

Which AWS functions are used by FortiGate HA to call the HA failover?
* AWS Lambda functions

* AWS Mapping functions

* AWS S3 functions

* AWS DynamoDB functions

QUESTION 16

Which product you Can use as AWS WAF web access control lists (web ACLS) to minimize the effects Of a DDOS attack?
* AWS Protector

* AWS GuardDuty

* AWS Inspector

* AWS Shield

QUESTION 17

Which three statements are correct about AWS security groups? (Choose three)
* a Security group rules are always permissive: you cannot create rules that deny access.
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* By default, security groups block all outbound traffic.

* When associate multiple security groups With an instance, the rules from each security group are effectively aggregated to create
one set Of rules

* Security groups are statetul

* By default,security groups alow al inbound traffic.

QUESTION 18

Refer to the exhibit.
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An administrator wants to update the database package from
the Internet to a database server configured with |P address
Which statement is correct about traffic from server |P address

10.0.1.7 to the internet. based on the diagrarm?
* Traffic from server 10.0.1.7 to the internet will hide

behind elastic IP 198.51.100 2.
* Traffic from server 10.0.1.7 to the internet will hide

behind elastic P 198.51.100.3
* Traffic from server10.0.1.7 to the internet will hide

behind elastic IP 198.51.100.4
* Traffic from server 10.0.1.7 to the internet will hide
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behind elastic 1P 198.51.100.1

QUESTION 19

Refer to the exhibit.

FortiGate-VM&64-ANS & diagnose debug enable

FortiGate-VM64-ANS # diagnose debug application awsd -1

Debug messages will be on for 24 minutes. te

FortiGate-VYM&64-ANS # awsd sdn connectg 8 by
awsd sdn connector AWS Lab stadm

parn to update

<Respons

the provided ac 38 credentials</Message Error></Errors><RequestID>b3cBB8dfe-8

e48519f1b8B< /RequestID=</Response>
aws ac s/secret key invalid
awsd sdn connector AWS Lab failed to get instance list
awsd reap child pid: 14257
sdn AWNS Lab firewall addr change
awsd sdn connector AWS Lab prepare to update

An administrator configured a FortiGate device to connect to me AWS API to retrieve resource values from the AWS console to
create dynamic objects tor the FortiGatepolicies. The administrator is unable to retrieve AWS dynamic objects on FortiGate.

Which three reasons can explain btw? (Choose three.)

* AWS was not able to validate credentials provided by the AWS Lab SON connector.

* The AWS Lab SON connector failed to connect on port 401.
* The AWS Lab SON connector failed to retrieve the instance list.
* The AWS API call is not supported on XML version | . O.

* The AWS Lab SON connector is configured with an invalid AWS access or secret key

QUESTION 20

Refer to the exhibit.
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B Name + DNS name -~ State

.
B LabELB LabELB-53(00f5046e051ec. . provisioning ‘.\a\s ™

Description Listeners Monitoring in mga&e

Basic Configurgtion p
d LabELB
“ " amaws elasticloadbalancing us-east-2 315085256806 loadbz

DNSname  LabELB-63fdbf5046e051ec elb.us-east-2. amazonaws com (F

(A Recoed)
State provisioning
Type network

Scheme Intemet-facing
IP address type ipvd

VPC vpc-De3cf73524e2fEbde (2

Availability Zones subnet-De49%a 1 966afc8T0C - us-east-2c [

IPvd address: Assigned by AWS

subnei-009ctBbedd Shd6fct - us-east-2a [

IPv4 address nﬁsugnec' by AWS

A customer is using the AWS Elastic Load Balancer.

Which two statements are correct about the Elastic LoadBalancer configuration? (Choose two.)
* The Amazon resource name is used to access the load balancer node and targets.

* The DNS name is used to access devices.

* The load balancer is configured to load balance traffic between devicesin two AZS.

* Theload balancer is configuredfor the internal traffic oftheVVPC

QUESTION 21

An administrator has deployed an environment in AWS and is how trying to send outbound traffic from the web serversto the
internet through FortiGate. The FortiGate policies are configured to alow all outbound traffic. however. the traffic is not reaching

the FortiGate internal interface.

Which two statements Can be the reasons for this behavior? (Choose two )
* FortiGate is not configured as a default gateway tor web servers.

* Internet Gateway (IGW) is not configured for VPC.

* AWS security groups are blocking the traffic.

* AWS source destination checks are enabled on the FortiGate interna interfaces.

QUESTION 22

Refer to the exhibit.
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Auto Scaling groups (1/2) ‘_-\ a\s 2
5 oS \e
=} Mame xams -Qunch template /configuration [4 = Instances Status v Devired capacity = Min
fQrASG-283840c0-tortgate-byol -auto-scaling-group fgraSG-283840c0-fortigate-byol-autosca 0 - 0 0
| fgtASG- 283840c0-fortigate-payg-auto-scaling-group fgtASG-283840cD-fortigate-payg-autonc: 2 - 2 2
Details Activity Automatic scaling Instance management Monitaring Instance refresh

An administrator configured two auto-scaling polices that they now want to test, What Will be the impact on
payg-auto-scaling-group for the FortiGate devices if the administrator executes a scale-in policy?

* The scale-in policy will decrease instances from two to one.

* The scale-in policy will decrease the desired capacity from two to one

* The scale-in policy will decrease the number of maximum instances from four to three.
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