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NO.25 The Firewall kernel is replicated multiple times, therefore:

*  The Firewall kernel only touches the packet if the connection is accelerated

*  The Firewall can run different policies per core

*  The Firewall kernel is replicated only with new connections and deletes itself once the connection times out

*  The Firewall can run the same policy on all cores

NO.26 Check Pont Central Deployment Tool (CDT) communicates with the Security Gateway / Cluster Members

over Check Point SIC _____________ .

*  TCP Port 18190

*  TCP Port 18209

*  TCP Port 19009

*  TCP Port 18191

NO.27 When gathering information about a gateway using CPINFO, what information is included or excluded when using the

&#8220;-x&#8221; parameter?

*  Includes the registry

*  Gets information about the specified Virtual System

*  Does not resolve network addresses

*  Output excludes connection table

References:

NO.28 Which of the following is NOT a VPN routing option available in a star community?

*  To satellites through center only.

*  To center, or through the center to other satellites, to Internet and other VPN targets.

*  To center and to other satellites through center.

*  To center only.

NO.29 Which statement is not TRUE about Default synchronization?

*  Using UDP Multicast Broadcast on port 8161

*  Using UDP Multicast on port 8116

*  Quicker than Full sync

*  Transfer changes in the kernel tables between cluster members

NO.30 SmartEvent does NOT use which of the following procedures to identify events:

*  Matching a log against each event definition

*  Create an event candidate

*  Matching a log against local exclusions

*  Matching a log against global exclusions

Explanation

Events are detected by the SmartEvent Correlation Unit. The Correlation Unit task is to scan logs for criteria that match an Event

Definition. SmartEvent uses these procedures to identify events:

* Matching a Log Against Global Exclusions
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* Matching a Log Against Each Event Definition

* Creating an Event Candidate

* When a Candidate Becomes an Event

References:

NO.31 In the Check Point Firewall Kernel Module, each Kernel is associated with a key, which specifies the type of traffic

applicable to the chain module. For Wire Mode configuration, chain modules marked with

____________ will not apply.

*  ffff

*  1

*  2

*  3

NO.32 Sticky Decision Function (SDF) is required which to prevent which of the following? Assume you set up an Active cluster.

*  Symmetric routing

*  Failovers

*  Asymmetric routing

*  Anti-spoofing

NO.33 The Firewall Administrator is required to create 100 new host objects with different IP addresses. What API command can

he use in the script to achieve the requirement?

*  add host name <New HostName> ip-address <ip address>

*  add hostname <New HostName> ip-address <ip address>

*  set host name <New HostName> ip-address <ip address>

*  set hostname <New HostName> ip-address <ip address>

NO.34 What are the different command sources that allow you to communicate with the API server?

*  SmartView Monitor, API_cli Tool, Gaia CLI, Web Services

*  SmartConsole GUI Console, mgmt._cli Tool, Gaia CLI, Web Services

*  SmartConsole GUI Console, API_cli Tool, Gaia CLI, Web Services

*  API_cli Tool, Gaia CLI, Web Services

Reference: https://sc1.checkpoint.com/documents/R80/APIs/#introduction%20

NO.35 Which TCP-port does CPM process listen to?

*  18191

*  18190

*  8983

*  19009

NO.36 Pamela is Cyber Security Engineer working for Global Instance Firm with large scale deployment of Check Point Enterprise

Appliances using GAiA/R80.10. Company&#8217;s Developer Team is having random access issue to newly deployed Application

Server in DMZ&#8217;s Application Server Farm Tier and blames DMZ Security Gateway as root cause. The ticket has been

created and issue is at Pamela&#8217;s desk for an investigation. Pamela decides to use Check Point&#8217;s Packet Analyzer

Tool-fw monitor to iron out the issue during approved Maintenance window. What do you recommend as the best suggestion for

Pamela to make sure she successfully captures entire traffic in context of Firewall and problematic traffic?

*  Pamela should check SecureXL status on DMZ Security gateway and if it&#8217;s turned ON. She should turn OFF SecureXL
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before using fw monitor to avoid misleading traffic captures.

*  Pamela should check SecureXL status on DMZ Security Gateway and if it&#8217;s turned OFF. She should turn ON SecureXL

before using fw monitor to avoid misleading traffic captures.

*  Pamela should use tcpdump over fw monitor tool as tcpdump works at OS-level and captures entire traffic.

*  Pamela should use snoop over fw monitor tool as snoop works at NIC driver level and captures entire traffic.

NO.37 Fill in the blank: The R80 feature _____ permits blocking specific IP addresses for a specified time period.

*  Block Port Overflow

*  Local Interface Spoofing

*  Suspicious Activity Monitoring

*  Adaptive Threat Prevention

Explanation

Suspicious Activity Rules Solution

Suspicious Activity Rules is a utility integrated into SmartView Monitor that is used to modify access privileges upon detection of

any suspicious network activity (for example, several attempts to gain unauthorized access).

The detection of suspicious activity is based on the creation of Suspicious Activity rules. Suspicious Activity rules are Firewall rules

that enable the system administrator to instantly block suspicious connections that are not restricted by the currently enforced

security policy. These rules, once set (usually with an expiration date), can be applied immediately without the need to perform an

Install Policy operation.

NO.38 Office mode means that:

*  SecurID client assigns a routable MAC address. After the user authenticates for a tunnel, the VPN gateway assigns a routable IP

address to the remote client.

*  Users authenticate with an Internet browser and use secure HTTPS connection.

*  Local ISP (Internet service Provider) assigns a non-routable IP address to the remote user.

*  Allows a security gateway to assign a remote client an IP address. After the user authenticates for a tunnel, the VPN gateway

assigns a routable IP address to the remote client.

Explanation/Reference: https://supportcenter.checkpoint.com/supportcenter/portal?

eventSubmit_doGoviewsolutiondetails=&solutionid=sk30545

NO.39 Which Mobile Access Application allows a secure container on Mobile devices to give users access to internal website, file

share and emails?

*  Check point Remote User

*  Check point Capsule Workspace

*  Check point Mobile web portal

D .Check point Capsule Remote

NO.40 What needs to be configured if the NAT property &#8216;Translate destination or client side&#8217; is not enabled in

Global Properties?

*  A host route to route to the destination IP.

*  Use the file local.arp to add the ARP entries for NAT to work.

*  Nothing, the Gateway takes care of all details necessary.

*  Enabling &#8216;Allow bi-directional NAT&#8217; for NAT to work correctly.

NO.41 Which command is used to set the CCP protocol to Multicast?
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*  cphaprob set_ccp multicast

*  cphaconf set_ccp multicast

*  cphaconf set_ccp no_broadcast

*  cphaprob set_ccp no_broadcast

Reference: https://supportcenter.checkpoint.com/supportcenter/portal?

eventSubmit_doGoviewsolutiondetails=&solutionid=sk20576

NO.42 How often does Threat Emulation download packages by default?

*  Once a week

*  Once an hour

*  Twice per day

*  Once per day

NO.43 Which one of the following is true about Capsule Connect?

*  It is a full layer 3 VPN client

*  It offers full enterprise mobility management

*  It is supported only on iOS phones and Windows PCs

*  It does not support all VPN authentication methods

NO.44 In SmartConsole, objects are used to represent physical and virtual network components and also some logical components.

These objects are divided into several categories. Which of the following is NOT an objects category?

*  Limit

*  Resource

*  Custom Application / Site

*  Network Object

NO.45 You noticed that CPU cores on the Security Gateway are usually 100% utilized and many packets were dropped. You

don&#8217;t have a budget to perform a hardware upgrade at this time. To optimize drops you decide to use Priority Queues and

fully enable Dynamic Dispatcher. How can you enable them?

*  fw ctl multik dynamic_dispatching on

*  fw ctl multik dynamic_dispatching set_mode 9

*  fw ctl multik set_mode 9

*  fw ctl multik pq enable

Explanation/Reference: https://supportcenter.checkpoint.com/supportcenter/portal?

eventSubmit_doGoviewsolutiondetails=&solutionid=sk105261

NO.46 What SmartEvent component creates events?

*  Consolidation Policy

*  Correlation Unit

*  SmartEvent Policy

*  SmartEvent GUI

Explanation/Reference: https://sc1.checkpoint.com/documents/R76/CP_R76_SmartEvent_AdminGuide/17401.htm

NO.47 Which command will allow you to see the interface status?

*  cphaprob interface

*  cphaprob -I interface

*  cphaprob -a if

*  cphaprob stat
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NO.48 Ken wants to obtain a configuration lock from other administrator on R80 Security Management Server. He can do this via

WebUI or via CLI.

Which command should he use in CLI? (Choose the correct answer.)

*  remove database lock

*  The database feature has one command lock database override.

*  override database lock

*  The database feature has two commands lock database override and unlock database. Both will work.

References:

NO.49 Which statements below are CORRECT regarding Threat Prevention profiles in SmartDashboard?

*  You can assign only one profile per gateway and a profile can be assigned to one rule Only.

*  You can assign multiple profiles per gateway and a profile can be assigned to one rule only.

*  You can assign multiple profiles per gateway and a profile can be assigned to one or more rules.

*  You can assign only one profile per gateway and a profile can be assigned to one or more rules.
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