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NO.34 When should a role mapping policy be used in an 802.1x service with Active Directory as the authentication source?
* When you want to match Active Directory attributes directly to an enforcement policy.

* When you want to match Active Directory attributes to an Arubafirewall role on an Aruba Network Access Device.

* When you want to translate and combine Active Directory attributes into ClearPass roles.

* When you want to enable attributes as roles directly without combining multiple attributes.

NO.35 What services are recommended to be allowed by the pre-authenticated role assigned to the Client during the Captive Portal
process? (Choose three.)

* HTTPSto the internet

* DHCP options 43 and 150

* DHCP address assignment

* RADIUSto ClearPass

* HTTPS to ClearPass

* DNSresolution
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NO.36 Refer to the exhibit.
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what will be the enforcement for the user & #8220;nel|& #8221;?
* Corp Secure Contractor

* Allow Full Access

* Secure Corp BYOD Access

* Allow internet Only Access

NO.37 An organization wants guests to be able to create their own guest accounts for access to the public WLAN.
Guests do not want to have to repeatedly log in multiple times through the day.

Which ClearPass feature can meet these requirements?

* ClearPass Onboard Portal.

* Guest access with Media Access Control (MAC) caching.
* Enforcement based on endpoint profiling.

* Guest self-registration with sponsor approval.

NO.38 Which authentication method requires a client certificate?
* EAP-TLS

* Guest self-registration

* PEAP

* MAC Authentication

NO.39 Wheat is true regarding Posturing and Profiling?

* Both Posturing and Profiling describe the same thing, what is the health of the client endpoinst?
* Profiling describes categorizing the user based on their department while Posturing validates the user as authenticated
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* Posturing and Profiling are role assignments in ClearPass used internally to map to enforcement policies.
* Profiling is the act of identifying the endpoint type while Posturing is assigning a status as to the health of the endpoint

NO.40 What is an effect of the Cache Timeout setting on the authentication source settings for Active Directory?

* ClearPass will validate the user credentials, then, for the duration of the cache. ClearPass will just fetch account attributes.

* The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the A/D server by caching the credentials
* The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the A/D server by caching the attributes.
* ClearPass will validate the user credentials on the first attempt, then will always fetch the account attributes

NO.41 Wheat is true regarding Posturing and Profiling?

* Both Posturing and Profiling describe the same thing, what is the health of the client endpoinst?

* Profiling describes categorizing the user based on their department while Posturing validates the user as authenticated
* Posturing and Profiling are role assignments in ClearPass used internally to map to enforcement policies.

* Profiling is the act of identifying the endpoint type while Posturing is assigning a status as to the health of the endpoint

NO.42 What are & #8220;Known& #3221; endpointsin ClearPass?

* These are endpoints whose beacons have been detected but have never completed authentication

* The label &#8220;Known& #8221; indicates rogue endpoints labeled as & #3220;friendly& #8221 ; or & #8220;ignore& #8221,
* &#8220;Known& #8221; endpoints have be fingerprinted to determine their operating system and manufacturer.

* &#8220;Known& #8221; endpoints can be authenticated based on MAC address to bypass the captive portal login.

NO.43 Refer to the exhibit.

Description
10 sponsor_name / text Sponsors Name: '.37':{ "t’ias:l: Sonng this account
15 sponsor_email text Sponsor’s Email: Sm@ the person sponsoring this account
20 visitor_name / text m Naéum nter your full name
25 visitor_phone pho )!\a one Number: Please enter your contact phone number
30 visitor_company text Company Name: Please enter your company name
40 email / text Email Address: "“-_'J:f enter .1:J ema :::"'_:
s will become your username to log e ne k
. — . ycheduled date and e at which nable the nt. If blank, the

50 start_time datetime  Activation Time: 3 . ”: 3 : - enable 2 t. If b

a3 un o o'e m edate

What does a bold field indicate?
* Thefield is currently enabled.
* Thefield isanon-system field
* Thefield has been customized
* Thefield Isrequired

NO.44 Refer to the exhibit.
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General Attributes Summary

Connection Details

Hostname: aruba-ad training arubanetworks \S Gom
a\°-

Connection Security: None (\
Port: 389 (For secure connection, use 63 te
Verify Server Certificate: ¥ Enable to verify Server sécdre connection
Bind DN: cpadmin@trainin ﬂ 0
: mple.com OR cn=administrator,cn=users,dc=example,dc=com)

AT
Bind Password: xa
NetBIOS Domain Nae TRAINING
Base DN: ou=clearpass. dc=training.dc=arubanetworks dc=com ISearch Base Dr

Search Scope: SubTree Search v

LDAP Referrals: Follow referrals

Bind User: ¥ Allow bind using user password

User Certificate: userCertificate

Always use NETBIOS name: Enable to always use NETBIOS name instead of the domain part in username for authq

What does Starch Base Dn do when joining an Active Directory domain? { Select two.)

* setsthe starting point in the directory tree for the Base DN (Distinguished Name) search

* searches for the Base DN (Distinguished Name) based on what was typed in the field

* runs an Active Directory query that returns al results along with any matching the entered Base DN (Distinguished Name)
* validates the connection details entered in the Connection Details

* updates the Base DN (Distinguished Name) in Active Directory if no matchisfound

NO.45 ClearPass receives fingerprinting profile data for a client device that is based on MAC OUl. NMAP. DHCP, and OnGuard
Which fingerprint or fingerprints are used?

* All fingerprints are applied

* Thelast fingerprint gathered

* NMAP becauseit is actively obtained

* OnGuard becauseit is application based

Reference:

ClearPass Policy Manager_User Guide-1.pdf

NO.46 Which authentication method requires a client certificate?
* PEAP

* Guest serf-registration

* EAP-TLS

* MAC Authentication

NO.47 Y our boss suggests configuring a guest self-registration page in ClearPass for an upcoming conference event. What are the
benefits of using guest serf-registration& #8217;? (Select two)

* Thisstrategy effectively stops employees from putting their own corporate devices on the guest network.

* Thiswill enable additional information to be gathered about guests during the conference.
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* This allows guest users to create and manage their own login account.
* Thiswill allow employee personal devices to be Onboarded to the corporate network
* Thiswill alow conference employees to pre-load additional device information as guests arrive and register

NO.48 What are benefits of using Network Device Groups in ClearPass? (Select two.)

* Allows Service selection rules to match based upon which Network Device Group the Network Access Device (NAD) belongs to
* Network Access Devices (NADs) only require Arubafactory installed certificates to join a Network Device Group

* A Network Access Device is must be discovered by ClearPass prior to be added to a Network Device Group

* Another way to add a customizable & #8220;attribute& #8221; field to reference when processing authentication requests

* Can apply to both Network Access Devices (NADS) as wen as client machines as away to filter authentication requests

NO.49 What is RADIUS Change of Authorization (CoA)?

* |t allows ClearPass to transmit messages to the Network Attached Device/Network Attached Server (NAD/NAS) to modify a
user& #8217;s session status

* |t allows clients to issue a privilege escal ation request to ClearPass using RADIUS to switch to TACACS+

* |t isamechanism that enables ClearPass to assigned a User-Based Tunnel (UBT) between a switch and controller for Dynamic
Segmentation

* |t forces the client to re-authenticate upon roaming to an access point controlled by aforeign mobility controller.

Explanation

Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPM OnlineHel p/Content/CPPM_UserGu
NO.50 Refer to the exhibit.

Configuration » Authentication » Sources » Add - AD1

Authentication Sources - AD1

Summary m. Primary Attributes Backup 1 Backup 2 -
Name: AD1L Oﬂ\

Description: . \S G
(\a\=r
Type: Active Directory sma‘.
Use for Authorization: 2 Enabld@mpn ication Source to also fetch role mapping attributes
Authorization Sources; S s
xé Remove

View Details

-- Select -
Server Timeout: 10 seconds
Cache Timeout: 36000 seconds
Backup Servers Priority:  Backup 1 Move Up
Backup 2 :
Move Down |

£ Back to Authentication Sources E3
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What are two consequences of the Cache Timeout being set to 36000 seconds? (Select two.)

* ClearPass will cache all user and machine attributes from AD every 10 hoursin anticipation of one of those users or machines
attempting to authenticate.

* Lesstraffic isrequired between ClearPass and the AD server when re-authenticating within a 10 hour period.

* The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the AD server by caching user credentials
for a 10 hour period.

* A user changing departments may not see their Department attribute change in AD reflected while authenticating until the Cache
Timeout period has ended.

* On afailed authentication attempt, ClearPass will consider any subsequent attempts within 10 hours as total failed attempts before
blacklisting the client.

NO.51 What needs to be configured for ClearPass use an enforcement rule base on client Data Cap?
* Interim Accounting on the Network Access Device (NAD).

* Enable Active Sessions in ClearPass Guest

* Enable Logging of Accounting Start-Stop packets.

* Make sure the Endpoint Profiling is configured

HP HPEG-A82 Exam Syllabus Topics:

TopicDetailsTopic 1- Configure ClearPass as an authentication server for both corporate users and guestsTopic 2- Device profiling
and posture checks- Endpoint Analysis and PostureTopic 3- Overview and Active Directory- Guest and OnboardTopic 4-
ClearPass Policy Manager and ClearPass Guest
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